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(57) ABSTRACT 

One or more methods and systems of updating software in 
wireless communication devices are presented. In one 
embodiment, software updates are generated by a generation 
environment and distributed by a distribution environment. 

One or more wireless communication devices receive one or 
more software updates from the distribution environment. In 
one embodiment, software updates are generated from pro- 
cessing performed at a pre-processing device such as a cable 
television set-top -box or a server of the distribution envi- 
ronment. A software processing package, provided by the 
generation environment, is used to generate such software 
updates for the one or more wireless communication device. 
One or more methods of provisioning and billing wireless 
communication devices are also presented. 
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NETWORK FOR UPDATING FIRMWARE AND / 
OR SOFTWARE IN WIRELESS COMMUNICATION 

DEVICES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of U.S. 
patent application Ser. No. 10/311,462, "System and Method 
for Updating and Distributing Information", filed Dec. 13, 
2002, which is the National Stage filing of PCT AppHcation 
Ser. No. PCT/USO 1/44034, "System and Method for Updat- 
ing and Distributing Information", filed Nov. 19, 2001, 
which claims priority to U.S. Provisional Patent Application 
Ser. No. 60/249,606, filed Nov. 17, 2000, the complete 
subject matter of each of which is incorporated herein by 
reference in its entirety. 

[0002] This application makes reference to and claims 
priority based on the following provisional applications, the 
complete subject matter of each of which is incorporated 
herein by reference in its entirety. 



Ser. No. Docket No. Title Filed Inventors 

60/412,850 14117US01 A Set-Top-Box Sep. 23, Rao, 

Based Network For 2002 Lilley 
Updating Firmware/ 
Software 

60/401,054 14120US01 A Network For Aug. 5 O'Neill, 

Updating Firmware 2002 lilley, Rao 



FEDERALLY SPONSORED RESEARCH OR 
DEVELOPMENT 

[0003] [Not Applicable] 

MICROFICHE/COPYRIGHT REFERENCE 
[0004] [Not Applicable] 

BACKGROUND OF THE INVENTION 

[0005] Wireless communication devices, such as mobile 
phones, wireless personal digital assistants (PDA's), and 
wireless PCs have become indispensable tools as the number 
of features and functions they provide increases. In order to 
implement these features and functions, the wireless com- 
munication devices contain firmware and software provided 
by device manufacturers, telecommunication carriers, or 
other third party manufacturers. 

[0006] As technology continues to evolve, a manufacturer 
of such devices will find it imperative to update these 
devices with revised firmware and application software that 
enables a number of new features and functions. Often, the 
firmware and application software contain software bugs. 
New versions of the firmware and software are periodicaUy 
released to fix the bugs or to introduce new features, or both. 

[0007] However, there are a number of issues that arise 
when new releases of firmware and software are incorpo- 
rated. Wireless communication devices are often constrained 
in terms of resources, such as available memory. Attempts to 
upgrade firmware or software by end-users often result in 
making the wireless communication device inoperable. In 



addition, attempts to upgrade firmware and/or software are 
often constrained by slow download speeds. Further, down- 
load times may be lengthy, inhibiting operational use of 
these wireless communication devices. In addition, deter- 
mination of the version of firmware or application software 
that is currently being executed on the wireless communi- 
cation device is not an easy task, especially if performed by 
an end-user. 

[0008] Typically, a carrier supports the use of a variety of 
wireless communication devices from a plurality of manu- 
facturers on the carrier's network. Without incorporating 
additional signaling information in the transmission proto- 
col, a carrier may not be able to determine the make and 
model of the wireless communication device currently being 
used by an end-user on the carrier's network. As a conse- 
quence, an appropriate update package cannot be prescribed. 

[0009] Given a particular make and model of wireless 
communication device, it also becomes necessary to deter- 
mine the software version required. In many instances, it is 
not convenient to determine how a firmware or application 
software has changed between versions. One possible 
approach to providing a firmware and/or software update is 
to just ship the entire new version of firmware or software 
to a wireless communication device. However, the wireless 
communication device may not have sufficient free memory 
space to receive such packages of firmware or software. In 
addition, additional memory space may be needed in the 
processing and incorporation of such firmware and software. 
Furthermore, the time required for transferring a complete 
version of firmware or software to an electronic device from 
a carrier may pose a significant inconvenience to an end- 
user. 

[0010] Further limitations and disadvantages of conven- 
tional and traditional approaches will become apparent to 
one of skill in the art, through comparison of such systems 
with some aspects of the present invention as set forth in the 
remainder of the present appHcation with reference to the 
drawings. 

BRIEF SUMMARY OF THE INVENTION 

[0011] One or more systems and methods are disclosed to 
provide software updates to one or more wireless commu- 
nication devices. The systems and methods described faciH- 
tate efficient and effective updating of firmware and/or 
software resident in the one or more wireless communica- 
tion devices. 

[0012] In one embodiment, the system comprises a gen- 
eration environment, a distribution environment, and a wire- 
less communication device. The wireless communication 
device comprises a primary update environment that faciH- 

tates the acquisition of relevant software updates. 

[0013] In one embodiment, the system comprises a gen- 
eration environment, a distribution environment, a pre- 
processing device, and a wireless communication device. 
The wireless communication device and pre-processing 
device comprises respectively, a primary update environ- 
ment and a secondary update environment that facilitate the 
acquisition of relevant software updates. 

[0014] In one embodiment, the method comprises distrib- 
uting a software update to a wireless communication device. 
The wireless communication device incorporates the soft- 
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ware update by way of its primary update environment. A 
distribution environment provides a suitable distribution 
node, by which software updates may be efficiently distrib- 
uted to the wireless communication device. 

[0015] In one embodiment, the method comprises distrib- 
uting a software processing package to a distribution envi- 
ronment and/or pre-processing device. Software updates are 
generated by executing the software processing package, 
optionally incorporating portions of existing software resi- 
dent in the wireless communication device to be updated. 
Subsequently, the software update is transmitted to and 
incorporated by the wireless communication device. 

[0016] In one embodiment, a method of distributing soft- 
ware updates comprises a preprocessing device such as a 
set-top -box that efficiently distributes software updates to a 
pluraUty of like wireless communication devices. The trans- 
mission occurs over a local area air interface to all wireless 
communication devices requiring a similar software update. 
In a related embodiment, a method comprises a wireless 
communication device that transmits software updates to all 
wireless communication devices in its communication range 
that require the software update. 

[0017] In one embodiment, a method of provisioning 
and/or billing a wireless communication device is provided. 
Subscriber identification information is transmitted to a 
carrier when a subscriber elects to subscribe to one or more 
services associated with one or more applications down- 
loaded by way of a software update. The subscriber identi- 
fication information is utilized in the provision and/or billing 
process. 

[0018] These and other advantages, aspects, and novel 
features of the present invention, as well as details of 
illustrated embodiments, thereof, will be more fully under- 
stood from the following description and drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] FIG. 1 is a block diagram of a system for updating 
software in a wireless communication device in accordance 
with an embodiment of the invention. 

[0020] FIG. 2 is a block diagram of a subsystem for 
updating software in a wireless communication device in 
accordance with an embodiment of the invention. 

[0021] FIG. 3a is an operational flow diagram iUustrating 
a method for updating software in a wireless communication 

device in accordance with an embodiment of the invention. 

[0022] FIG. 3b is an operational flow diagram illustrating 
a method for updating software in a wireless communication 
device in accordance with an embodiment of the invention. 

[0023] FIG. 4 is a block diagram of a system for updating 
software in a wireless communication device in accordance 
with an embodiment of the invention. 

[0024] FIG. 5 is a block diagram of a subsystem for 
updating software in a wireless communication device in 
accordance with an embodiment of the invention. 

[0025] FIG. 6a is an operational flow diagram illustrating 
a method for updating software in a wireless communication 
device in accordance with an embodiment of the invention. 



[0026] FIG. 6b is an operational flow diagram illustrating 
a method for updating software in a wireless communication 
device in accordance with an embodiment of the invention. 

[0027] FIG. 7 is a block diagram of a system for updating 
software in a wireless communication device in accordance 
with an embodiment of the invention. 

[0028] FIG. 8 is a block diagram of a system for updating 
software in a wireless communication device in accordance 
with an embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0029] Aspects of the present invention may be found in a 
system and method to effectively and efficiently distribute 

software updates to one or more wireless communication 
devices. A distribution environment provides a processing, 
storage, and distribution network for distributing software to 
one or more wireless communication devices. The distribu- 
tion environment may comprise one or more network nodes 
from which software may be downloaded. The network 
nodes may comprise one or more servers capable of storing 
and transmitting software to one or more wireless commu- 
nication devices. In addition, aspects of the present inven- 
tion provide a system and method to distribute software 
updates to one or more wireless communication devices by 
way of software processing packages transmitted to a pre- 
processing device such as a cable TV set-top-box. The 
exemplary set-top -box processes the software processing 
packages to generate software updates that may be down- 
loaded onto one or more wireless communication devices. 

[0030] The term "software" used herein is intended to 
include not only software, but also or alternatively firmware. 
The terms "software update" or "update package" used 
herein is defined as software that may be executed by a 

wireless communication device for updating its software. 
The term "software processing package" used herein is 
defined as software used in a distribution environment, 
pre-processing device such as a set-top-box used in cable 
networks, or device other than a wireless communication 
device that processes and generates software updates for use 
by the wireless communication device. 

[0031] FIG. 1 is a block diagram of a system for updating 
software in accordance with an embodiment of the inven- 
tion. The system comprises a wireless communication 
device 109, a distribution environment 107, and a generation 
environment 111. The distribution environment 107 pro- 
vides one or more software updates to the wireless commu- 
nication device 109 by way of one or more transmission 
media. The distribution environment 107 may comprise any 
combination of hardware and/or software capable of com- 
munication and data transmission over one or more wireless 
or wireline networks. Typical wireless networks include 
802.11, Bluetooth, CDMA, TDMA, GSM, and the like. 
Typical wireline networks include cable, dedicated line, 
DSL, and the like. The wireless communication device 109 
is capable of updating its software with the assistance of a 
primary update environment 115 contained within the wire- 
less communication device 109. The primary update envi- 
ronment 115 downloads one or more software updates or 
update packages from the distribution environment 107. The 
software updates or update packages may comprise one or 
more instruction sets and data used in updating the software 



us 2004/0068721 Al 



3 



Apr. 8, 2004 



resident in the wireless communication device 109. The 
generation environment 111 generates software such as 
software updates for storage at the distribution environment 
107. The generation environment 111 may comprise one or 
more computing devices and application software capable of 
generating one or more software updates for one or more 
types of wireless communication devices 109. The distribu- 
tion environment 107 comprises a network such as a client 
server network or the like that is capable of storing and 
transmitting software updates to one or more wireless com- 
munication devices 109. In one embodiment, the network 
comprises an exemplary server connected to multiple net- 
work to network interfaces and user to network interfaces. 
The server may control the storage and transmission of 
software updates stored in a storage device within the 
distribution environment 107. The distribution environment 
107 may store software updates in one or more storage 
devices such as hard drives, optical disks, magnetic disks, 
and the like. The server may be owned and operated by a 
network carrier or a manufacturer. In one embodiment, the 
distribution environment 107 comprises a cable TV network 
incorporating pre-processing devices such as set-top-boxes 
that facilitate transmission of appropriate software updates 
to a wireless communication device 109. Although not 
illustrated, in one embodiment, the distribution environment 
may include the generation environment. 

[0032] FIG. 2 is a system diagram of a wireless commu- 
nication device 209 in accordance with an embodiment of 

the invention. The wireless communication device 209 com- 
prises a primary update environment 215, a non-volatile 
memory 217, and a volatile memory 225. The primary 
update environment 215 comprises a download agent 219, 
an update agent 221, an upload agent 223, and a transport 
protocol module 227. The download agent 219 facilitates the 
download and incorporation of software from a distribution 
environment while the upload agent 223 uploads software or 
a subset of software resident in the wireless communication 
device 209, such as one or more software modules resident 
in non- volatile memory 217 of the wireless communication 
device 209, to accommodate incorporation of one or more 
software updates from the distribution environment. In one 
embodiment, the upload agent 223 uploads software from 
the non-volatile or volatile memories 217, 225 of one or 
more wireless communication devices 209 into one or more 
storage devices in the distribution environment. In this 
example, the distribution environment may generate appro- 
priate software updates by processing the uploaded software 
to generate one or more suitable software updates for the one 
or more wireless communication devices 209. After pro- 
cessing is completed, the distribution environment may 
subsequently download the one or more software updates 
back into the one or more wireless communication devices 
209. In addition to being able to initiate a software update, 
it is contemplated that the wireless communication device 
209 may be able to automatically initiate an update of any 
application, driver, and other necessary software required 
for proper operation of the wireless communication device 
209. The non-volatile and volatile memories 217, 225 func- 
tion to store and run one or more software programs for 
operation of the wireless communication device 209. The 
download, update, and upload agents 219, 221, 223 and 
transport protocol module 227 may comprise hardware 
and/or software configured to perform the previously 
described processes or operations. In one embodiment, the 



wireless communication device 209 incorporates a user 
interface in which a user inputs requests for software 
updates. The user interface may comprise a keypad, LCD 
touch screen, voice recognition system, or the like. It is 
contemplated that the user may input one or more param- 
eters that specifies or automates the process of downloading 
a particular software update. 

[0033] In one embodiment, the primary update environ- 
ment is capable of successfully completing the software 
update process in the wireless communication device despite 
interruptions to an earlier attempt to update the software of 
the wireless communication device. For example, the wire- 
less communication device downloads a software module 
from the distribution environment, and when interrupted, 
stores any downloaded portion of software into volatile or 
non-volatile memories. A continuation of the download 
commences at a point in the software where the interruption 
occurred. As a result, the downloading process becomes 
more efficient. Such interruptions may be caused by a loss of 
connectivity or a loss of power in the wireless communica- 
tion device during a download. In one embodiment, the 
download agent monitors the portion of software update (or 
update package) downloaded into non-volatile or volatile 
memory. If communication with the distribution environ- 
ment is lost, the partially downloaded software update is 
saved. A subsequent attempt to download the same software 
update would automatically determine the portion of the 
software update not yet downloaded and initiate download- 
ing of the remaining portion only. In one embodiment, the 
wireless communication device enters a deferred mode or 
state. It is contemplated that the deferred mode occurs when 
the wireless communication device is involved with other 
operations requiring the use of the non-volatile or volatile 
memory. The deferred mode may occur, for example, when 
a particular feature or function of the wireless communica- 
tion device is used. 

[0034] Software updates downloaded by the primary 
update environment of a wireless communication device 
may occur by way of one of many transport media. These 
data transport media may include wide area and local area 
wireless or wireline networks. It is contemplated that exem- 
plary wireless local area network protocols such as 802.11 or 
Bluetooth are used. 

[0035] It is contemplated that a distribution environment 
receives software updates electronically (via ftp, http, or 
other like communication protocols) from a generation 
environment such as a manufacturer's software update gen- 
eration system. In other instances, the software updates 
provided by the generation environment are transported to 
the distribution environment using portable media such as a 
CDROM or a DVD. In general, software updates are stored 
at the distribution environment or at a pre-processing device 
(to be discussed later) until required by one or more wireless 
communication devices. 

[0036] In one embodiment, a wireless communication 
device verifies and validates the integrity of a software 
update prior to its incorporation. It is contemplated that such 
verification comprises a verification of downloaded software 
updates by way of authentication algorithms such as CRC 
checks, hash value computations and comparisons, and/or 
digital signature verifications. In one embodiment, the wire- 
less communication device may determine that the software 
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Update is unsuitable for one or more reasons. In such an 
instance, the software resident in the wireless communica- 
tion device is not modified in any way. In one embodiment, 
an update agent of a primary update environment of the 
wireless communication device verifies that a particular 
software update is retrieved from the proper pre-processing 
device and/or distribution environment. In one embodiment, 
a download agent of a primary update environment of a 
wireless communication device verifies that the software 
update originated from a manufacturer of the wireless com- 
munication device. 

[0037] It is contemplated that a download agent of a 
wireless communication device may periodically commu- 
nicate to a distribution environment in order to determine 
availability of software updates. It is further contemplated 
that a device such as a server in the distribution environment 
may notify the wireless communication device when a new 
software update becomes available. The wireless commu- 
nication device may communicate the type (i.e., make and 
model) of software it uses. In one embodiment, a user of the 
wireless communication device may specify the frequency 
of an update check between the distribution environment 
and the wireless communication device. In one embodiment, 
the content of the communication comprises a software 
version identifier such as a software manufacturer's identi- 
fication number, a model identification number, and operat- 
ing system identification number, and a software version 
number. Other parameters such as wireless communication 
device information may also be included in the communi- 
cation. Information such as device make, model, total 
memory size, and available memory space of the wireless 
communication device may be transmitted. It is contem- 
plated that an exemplary server and a storage device within 
the distribution environment processes the transmitted infor- 
mation to determine the availability of relevant software 
updates preferable for downloading to the wireless commu- 
nication device. The exemplary server may transmit a 
response indicating the availability of software updates. 
When the wireless communication device receives the 
response, it may initiate a download of the appropriate 
software updates from the distribution environment. The 
appropriate software updates may be generated by way of 
software processing packages that are processed at the 
distribution environment or at another pre-processing device 
such as an exemplary set-top -box (as will be described 
later). The software processing package may incorporate 
portions of existing software provided by one or more 
wireless communication devices during processing. The 
software updates may be downloaded and easily executed 
using one or more update, download, and upload agents of 
the primary update environment in conjunction with one or 
more software applications, components, and/or firmware 
resident in memory of the wireless communication device. 
It is contemplated that any software processing packages are 
generated by software and/or hardware at a generation 
environment and subsequently processed at a distribution 
environment or a pre-processing environment such as an 
exemplary cable TV set-top-box. In one embodiment, the 
software and/or hardware is termed a "generator". 

[0038] In one embodiment, a difference value is calculated 
between a version number of a software version used in a 
wireless communication device and a version number cor- 
responding to a latest software version. In one embodiment, 
the version number of a software resident in a wireless 



communication device may be determined by downloading 
and analyzing the associated software image. Given the 
version number of the latest software version available, a 
nimieric difference value may be calculated. This difference 
value is used to determine an appropriate software update 
for the wireless communication device. It is contemplated 
that a computing device within the distribution environment, 
for example, calculates the difference. The difference is 
mapped to a particular software update using a database 
resident in the distribution environment. The various update, 
upload, download agents and transport protocol module of a 
primary update environment facilitate the retrieval of an 
appropriate software update and its subsequent download 
and incorporation into the wireless communication device. 
At the end of the download, the wireless communication 
device may validate the software update by employing one 
or more authentication algorithms, validation routines, and 
diagnostics such as CRC checks. 

[0039] In one embodiment, a device such as a server 
within a distribution environment transmits the latest avail- 
able software update to a wireless communication in the 
event no software version number is received from a wire- 
less communication device. For example, if several versions 
of updates are available, the latest version of all available 
software updates is transmitted to the wireless communica- 
tion device when an update request is made. As a result, the 
wireless communication device is updated using the latest 
available software update. 

[0040] In one embodiment, a distribution environment 
sends a periodic software update notification to one or more 
wireless communication devices regarding the availability 
of software updates. The notifications may be specific to one 
or more types of wireless communication devices. The 
wireless communication devices may respond to the notifi- 
cation by initiating a download of a softwEire update from the 
distribution environment. In order to process the software 
update, the wireless communication device may update one 
or more necessary applications, drivers and other software 
required for proper downloading and operation of the wire- 
less communication device. 

[0041] FIG. 3a is an operational flow diagram illustrating 
a method of updating software in a wireless communication 
device. At step 304, a distribution environment receives a 
software version identifier from a wireless communication 
device. The software version identifier may be transmitted 
by the wireless communication device in response to a 
periodic request made by an exemplary server within the 
distribution environment. In other instances, a user of the 
wireless communication device may initiate transfer of the 
software version identifier. At step 308, the distribution 
environment processes the software version identifier to 
provide an appropriate software update for subsequent 
download to the wireless communication device. Typically, 
a generation environment generates the appropriate software 
update for subsequent storage and distribution at the distri- 
bution environment. At step 312, the distribution environ- 
ment transmits the appropriate software update to the wire- 
less communication device. And at step 316, the wireless 
communication device incorporates the desired software 
update into the existing software of the wireless communi- 
cation device. Download, update, or upload agents are 
utilized as required by the wireless communication device. 
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[0042] FIG. 3b is an operational flow diagram illustrating 
a method of updating software in a wireless communication 
device. At step 320, a distribution environment receives a 
software version identifier from the wireless communication 
device; additionally, the wireless communication device 
may supply portions of its existing software to be replaced, 
such as an exemplary outdated or obsolete software module. 
The software version identifier may be transmitted by the 
wireless communication device in response to a periodic 
request made by an exemplary server within the distribution 
environment. Based on the software version identifier, the 
distribution environment determines that a software update 
is not available for direct incorporation by the wireless 
communication device. The distribution environment may 
determine that the primary update environment may be 
inadequate for direct processing to occur by a software 
update. For example, the software version identifier may 
comprise information such as available memory space of the 
wireless communication device. The available memory 
space may be insufficient for any type of software update 
processing; and as a result, the distribution environment may 
perform the processing itself in conjunction with the primary 
update environment. At step 324, the distribution environ- 
ment determines the appropriate software processing pack- 
age based on the software processing package version 
identifier received. As a consequence, an appropriate soft- 
ware processing package is generated by a generator and 
delivered to the distribution environment. At step 328, the 
distribution environment generates one or more software 
updates by optionally processing the exemplary old soft- 
ware/old software module using the software processing 
package. At step 332, the distribution environment transmits 
the software update to the wireless communication device. 
And at step 336, the wireless communication device incor- 
porates the software update into its existing software. 

[0043] A download agent of the wireless communication 
device may transmit a software version identifier by way of 
an appropriate transport protocol. A transport protocol mod- 
ule may generate the appropriate transport protocol. It is 
contemplated that the appropriate transport protocol may be 
automatically selected by the transport protocol module 
based on factors such as software update size, available 
power in the wireless communication device, and airtime or 
service costs. It is contemplated that a particular transport 
protocol may be characterized by a particular power con- 
sumption. Further, the appropriate transport protocol may be 
determined by way of a customer preference profile input by 
a user into the wireless communication device. For example, 
the customer may program the transport protocol module of 
the wireless communication device to use a particular pro- 
tocol based on the size of a software update. 

[0044] In one embodiment, a download agent employs an 
upload agent to remove portions of existing software from 
non-volatile or volatile memory of a wireless communica- 
tion device, in order to free up memory space for proper 
processing of downloaded software updates. Such removed 
portions of software may be selectively reinstated later, as 
necessary, in order to restore any functionality associated 
with the wireless communication device prior to an update 
process. The removed portions of software may be tempo- 
rarily stored in volatile memory of the wireless communi- 
cation device or remotely stored within other types of 
storage devices located within a distribution environment. In 
addition, a primary update environment may temporarily 



reshuffle portions of existing software between the non- 
volatile memory and the volatile memory in order to effec- 
tively process the software update during the software 
update process. In one embodiment, the primary update 
environment defragments the non-volatile memory of the 
wireless communication device prior to incorporating a 
software update. 

[0045] In one embodiment, it is possible to revert back to 
an older version of software after an update to a newer 
version has been performed. It is contemplated that a dis- 
tribution environment or a pre-processing device with 
memory may store one or more copies of a software image 
previously used in a wireless communication device. The 
software image may be used to revert the wireless commu- 
nication device back to its previous software state. The 
software image may be re-written into memory to restore the 
software image to its previous state. This method may be 
employed when a wireless communication device is incom- 
patible with a particular software update. In one embodi- 
ment, an upload agent of a primary update environment of 
a wireless communication device may upload a software or 
subset of software that is about to be updated. The upload 
agent may upload the software to be replaced into a storage 
device within the distribution environment or pre-processing 
device as a backup prior to downloading a software update. 
This may be beneficial when a particular configuration of a 
software version and/or its related application is considered 
valuable to a user. 

[0046] FIG. 4 is a block diagram of a system for updating 
software by way of software updates wherein a pre-process- 
ing device such as a set-top -box 419 (i.e., a cable TV based 
set-top-box) interfaces a distribution environment 407 to a 
wireless communication device 409. The set- top-box 419 
may comprise any combination of hardware and/or software 
capable of communication and data transmission with one or 
more wireless or wireline networks. Typical wireless net- 
works include 802.11, Bluetooth, CDMA, TDMA, GSM, 
and the like. Typical wireline networks include cable, dedi- 
cated line, DSL, and the like. The set-top-box 419 is used as 
a device to facilitate the download, storage, and use of a 
software update provided by the distribution environment to 
the wireless communication device 409. The distribution 
environment may comprise an exemplary cable TV network 
configured to store and disseminate software updates gen- 
erated by a generation environment 411. It is contemplated 
that the set-top-box 419 provides an extension of the distri- 
bution environment in which a software update may be 
configured and/or stored for immediate use by the wireless 
communication device 409. As was previously described in 
FIG. 1, the wireless communication device 409 provides an 
update environment such a primary update environment to 
facilitate downloading and processing of software updates. 
To provide for a more efficient process, a secondary update 
environment 430 contained within the set-top-box 419 is 
implemented in the set-top-box 419 to facilitate download- 
ing, processing, and storage of certain software from the 
distribution environment 407. The set-top -box 419 provides 
storage and processing of software in preparation for updat- 
ing software resident in the wireless communication device 
409. The generation environment 411 provides one or more 
software updates and/or software processing packages for 
storage in the distribution environment 407. 
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[0047] The generation environment 411 may comprise one 
or more computing devices and application software capable 
of generating one or more software updates and/or software 
processing packages for one or more types of wireless 
communication devices 409. It is contemplated that the 
generation environment 411 is owned and operated by an 
entity such as a carrier, wireless device manufacturer, soft- 
ware manufacturer, or value added reseller to provide sup- 
port and service for all existing users of its wireless com- 
munication devices. 

[0048] Although a set-top-box 419 is used as an embodi- 
ment to facilitate storage and processing of software updates 
and software processing packages, other types of devices 
may be adapted for this purpose. These devices may include 
cable -modem boxes, DSL modem boxes, or devices that 
wirelessly interact within a customer premise. For example, 
a television (TV) set communicating by way of a wireless 
adapter, over a local area air interface, may act as an 
endpoint to interact with one or more wireless communica- 
tion devices. 

[0049] In one embodiment, a wireless communication 
device 409 requests a software update from a preprocessing 
device such as a set-top-box 419. The set-top-box 419 
responds by transmitting a software update obtained from a 
distribution environment 407 based on parameters provided 
by the wireless communication device 409 to the set-top-box 
419. It is contemplated the set-top-box 419 notifies the 
availability of the software update to the wireless commu- 
nication device when the software update is received by the 
set-top -box 419 from the distribution environment 407. If 
previously requested by another wireless communication 
device, the set-top-box 419 may transmit a suitable software 
update from its own storage repository. Data transmission 
between the set-top-box 419 and the wireless communica- 
tion device 409 occurs by way of several communication 
protocols such as 802.11a, 802.11b, IR, Bluetooth, and USB. 
In one embodiment, requests for software updates from the 
wireless communication device 409 are forwarded to the 
set-top-box 419. As a result, the set-top-box 419 downloads 
the appropriate software updates from one or more distri- 
bution environments 407, so that the wireless communica- 
tion device 409 may subsequently download the software 
update for itself. The set-top-box 419 may provide a local 
repository in which associated wireless communication 
devices 409 may quickly and efficiently access any software 
updates. It is contemplated that the set- top -box 419 provides 
a local distribution and storage point for the dissemination of 
software updates to certain wireless communication devices 
409. Consequently, the set- top -box 419 may retrieve certain 
software updates from the distribution environment 407 
based on parameters, such as a software version identifier, 
supplied to it by one or more wireless communication 
devices 409. In this embodiment, the set-top-box 419 simply 
acts as a storage repository and convenient distribution point 
for certain wireless communication devices 409. 

[0050] In one embodiment, the secondary update environ- 
ment 430 is capable of generating a software update for a 
wireless communication device 409 by modifying an exist- 
ing software module obtained from the wireless communi- 
cation device 409. For example, the set-top-box 419 pro- 
vides one or more software updates by reconfiguring an 
existing software module of the wireless communication 
device 409. It is contemplated that this is accompUshed 



when the existing software module is operated on by soft- 
ware processing package. The software processing package 
may be provided by a generation environment 411 for 
storage and eventual processing that may occur in either a 
distribution environment 407 or a pre-processing device 
such as an exemplary set- top-box 419. 

[0051] As illustrated in FIG. 4, a preprocessing device 
such as a set-top -box 419 provides a secondary update 
environment 430 while a wireless communication device 
409 provides a primary update environment 415 in which to 
facilitate the downloading of software updates. In general, 
the addition of a secondary update environment 430 pro- 
vides a supplementary means to provide software update 
processing and generation of software updates that a primary 
update environment 415 may be able to utihze. For example, 
a wireless communication device 409 may have insufficient 
memory space in which to process a software update. The 
secondary update environment 430 provides a pre-process- 
ing environment in which processing may be accomplished 
by way of sufficient memory space, to facilitate updating of 
software resident in the wireless communication device 409. 

[0052] FIG. 5 is a block diagram of a pre-processing 
device such as an exemplary set-top-box 509 comprising a 
secondary update environment 530, non-volatile memory 
517, and volatile memory 525. The secondary update envi- 
ronment 530 comprises an update agent 521, a download 
agent 519, an upload agent 523 and a transport protocol 
module 527. The secondary update environment 530 
employs the download agent 519 to retrieve one or more 
software updates or software processing packages from an 
external system such as a distribution environment. In one 
embodiment, the set-top-box 509 merely acts as a storage 
device for one or more software updates provided by the 
distribution environment. There may be a plurality of set- 
top-boxes 509 distributed throughout various nodes and/or 
end-points within the distribution environment. Of course, 
the software updates originate from a generation environ- 
ment as previously discussed. Downloading of software 
updates may be initiated in response to software update 
messages generated from one or more wireless communi- 
cation devices. The download agent 519 facilitates the 
download and incorporation of software provided by either 
a distribution environment or a wireless communication 
device. The upload agent 523 of the set-top-box 509 uploads 
software such as a software update to one or more wireless 
communication devices. The upload agent 523 facilitates the 
transfer of software into either one or more wireless com- 
munication devices. It is contemplated that the upload agent 
523 may upload software received from the wireless com- 
munication device to a device such as a network server 
within the distribution environment. The distribution envi- 
ronment may perform processing that could not be accom- 
plished at the set-top-box 509. In addition to being able to 
update its software, it is contemplated that the wireless 
communication device may be able to automatically update 
any application, driver, and other necessary software 
required for proper operation of the wireless communication 
device. The non-volatile and volatile memories 517, 525 
may store and process one or more software processing 
packages provided by the distribution environment. In one 
embodiment, the software processing package may process 
one or more obsolete or outdated software/modules provided 
by one or more wireless communication devices. On occa- 
sion, it is contemplated that the wireless communication 
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device may not have the memory capacity to perform 
processing that is provided by the pre-processing device 
such as the set-top-box 509. In this instance, the set-top-box 
509 provides a convenient processing environment for pro- 
cessing the software processing package. The download, 
update, and upload agents 519, 521, 523 and transport 
protocol module 527 may comprise a combination of hard- 
ware and/or software. The secondary update environment 
530 of the set-top-box 509 processes software that otherwise 
would have been performed at a primary update environ- 
ment of a wireless communication device. The processing 
may include recompiling software code to provide a suitable 
software update for the wireless communication device. 

[0053] The software update process commences when the 
wireless communication device transmits a request to the 
set-top -box 509. Thereafter, the wireless communication 
device may transmit to a download agent 519 of the set- 
top -box 509 a portion of existing software that requires 
updating. For example, it may transmit an outdated software 
module. The download agent 519 retrieves a software pro- 
cessing package from a distribution environment. The 
update agent 521 then processes the portion of existing 
software or software module by executing the software 
processing package. After processing is complete, the 
upload agent 523 of the set-top-box 509 uploads the soft- 
ware update into the wireless communication device by 
employing one of several available communication proto- 
cols provided by the transport protocol module 527. The 
transport protocol may be 802.11 or Bluetooth. It is con- 
templated that processing performed at the set-top-box 509 
as opposed to that performed at a primary update environ- 
ment of a wireless communication device expedites the 
software update process. 

[0054] FIG. 6fl is an operational flow diagram illustrating 
a method of updating software in wireless communication 

devices. At step 604, a distribution environment receives one 
or more software version identifiers from one or more 
wireless communication devices. The software version iden- 
tifiers may be transmitted by the wireless communication 
devices by way of a preprocessing device such as a cable TV 
based set-top-box in response to a periodic request made by 
an exemplary server within the distribution environment. In 
other instances, one or more software version identifiers 
may be generated and transmitted by a user of the one or 
more wireless communication devices. At step 608, the 
distribution environment processes the one or more software 
version identifiers to provide one or more appropriate soft- 
ware updates for subsequent download to the set-top-box. A 
generation environment generates the appropriate software 
updates for storage at and distribution from the set-top-box. 
At step 612, the set-top-box transmits the appropriate soft- 
ware updates to the one or more wireless communication 
devices. And at step 616, the one or more wireless commu- 
nication devices incorporate the desired software updates 
into the existing software of each of the one or more wireless 
communication devices. Download, update, and/or upload 
agents are utilized as required by the wireless communica- 
tion devices. 

[0055] FIG. 6b is an operational flow diagram illustrating 
a method of updating software in a wireless communication 
device. The method incorporates the use of a pre-processing 
device such as a set- top -box. The set- top-box performs 
pre-processing of a software processing package to generate 



a software update for immediate use by the wireless com- 
munication device. At step 620, a distribution environment 
receives a software version identifier from the wireless 
communication device; optionally, the wireless communi- 
cation device provides a copy of the software to be replaced, 
such as an outdated software module. The software version 
identifier may be transmitted by the wireless communication 
device in response to a periodic request made by an exem- 
plary server within the distribution environment. At step 
624, the distribution and generation environments facilitate 
the production of one or more appropriate software process- 
ing packages based on the software version identifier 
received. The software processing package is transmitted to 
a set- top -box where pre-processing occurs. The pre-process- 
ing may incorporate the outdated software provided by the 
wireless communication device. At step 628, the set- top-box 
generates a software update by optionally processing the 
outdated software/module using the software processing 
package. At step 632, the set-top -box transmits the software 
update to one or more wireless communication devices in its 
coverage area. At step 636, the wireless communication 
device incorporates the software update into its existing 
software. 

[0056] FIG. 7 is block diagram of a pre-processing device 
such as an exemplary set-top-box based network for updat- 
ing software in one or more wireless communication devices 
in which first, second, and third wireless communication 
devices 709, 741, 743 obtain software updates from an 
exemplary set-top-box 719. Also fllustrated is a generation 
environment 711 providing software updates and/or soft- 
ware processing packages to a distribution environment 707. 
In response to a request for a software update from the first 
wireless communication device 709, the second and third 
wireless communication devices 741, 743 may also simul- 
taneously or subsequently request a software update. The 
set-top -box 719 may determine that the software update was 
previously generated for the wireless communication device 
709. As a result, the set-top-box 719 may also forward the 
same software update to the second and third wireless 
communication devices 741 and 743 without performing 
any additional downloads of software updates and/or soft- 
ware processing packages. In this fashion, the set- top -box 
719 tracks and stores information related to software updates 
and wireless commimication devices it has communicated 
with. It is contemplated that the set- top-box 719 distributes 
one or more available software updates to all like wireless 
communication devices requiring one or more software 
updates in its communication range. This range, of course, 
may be dependent on the local air interface used. It is 
contemplated that the transmission occurs over air interfaces 
such as 802.11 or Bluetooth. Further, it is contemplated that 
any information related to a software update of any wireless 
communication device may be stored in memory of the 
set-top -box 719. 

[0057] FIG. 8 is block diagram of pre-processing device 
such as an exemplary set-top-box based network for updat- 
ing software in one or more wireless communication devices 
in which first, second, and third wireless communication 
devices 809, 841, 843 obtain software updates from an 
exemplary set-top-box 819. Also illustrated is a generation 
environment 811 providing software updates and/or soft- 
ware processing packages to a distribution environment 807. 
In this embodiment, the first, second, and third wireless 
communication devices 809, 841, 843 may request and 
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obtain updated software from each other. For example, if the 
first wireless communication device 809 has already down- 
loaded a certain software update, it may automatically 
distribute this software update to the second and third 
wireless communication devices 841, 843. It is contem- 
plated that the transmission occurs over a wireless local area 
network such as 802.11 or Bluetooth. By using such wireless 
communication devices as additional distribution points, it is 
contemplated that it is possible to disseminate software 
updates over a much wider area. Again, it is contemplated 
that information related to any software update and wireless 
communication device may be stored in memory of the 
set-top -box 819. 

[0058] In one embodiment, the set- top-box based network 
communicates with a carrier's billing and/or provisioning 
system when a software update occurs in a wireless com- 
munication device. The software update may be related to a 
service provided by the carrier. For example, a software 
update may feature one or more new applications that 
require the services of a carrier. When a software update 
occurs, a user may subscribe to one or more services by 
inputting one or more selections into the wireless commu- 
nication device. Should the user select the one or more 
services, subscriber identification information associated 
with the wireless communication device may be transmitted 
directly from the wireless communication device or col- 
lected and stored in a set-top-box and/or distribution envi- 
ronment for eventual transmission to a carrier's bilHng/ 
provisioning system. As a result, any new services may be 
provisioned and billed automatically by transmission of such 
subscriber information to a billing/provisioning system. 

[0059] In one embodiment, a designated wireless commu- 
nication device collects billing related information of other 
wireless communication devices in a localized area to which 
it has transmitted software updates. The wireless commu- 
nication device periodically transfers the billing related 
information to the set-top -box for eventual transmission to 
the billing/provisioning system. 

[0060] While the invention has been described with ref- 
erence to certain embodiments, it will be understood by 
those skilled in the art that various changes may be made and 
equivalents may be substituted without departing from the 
scope of the invention. In addition, many modifications may 
be made to adapt a particular situation or material to the 
teachings of the invention without departing from its scope. 
Therefore, it is intended that the invention not be limited to 
the particular embodiment disclosed, but that the invention 
will include all embodiments falling within the scope of the 
appended claims. 

What is claimed is: 

1. A method of updating software in a wireless commu- 
nication device comprising: 

transmitting a software version identifier from said wire- 
less communication device to a distribution environ- 
ment, said software version identifier processed by said 
distribution environment to generate a software update 
for said wireless communication device; 

receiving said software update from said distribution 
environment; and 

updating said wireless communication device with said 
software update. 



2. The method of claim 1 wherein said distribution 
environment comprises a network. 

3. The method of claim 2 wherein said network comprises 
a cable TV network. 

4. The method of claim 1 further comprising processing 
performed by a pre-processing device. 

5. The method of clfdm 4 wherein said pre-processing 
device comprises a set-top -box. 

6. The method of claim 5 wherein said set- top-box notifies 
availability of said software update to said wireless com- 
munication device. 

7. The method of claim 1 wherein said software update is 
generated by using a software processing package. 

8. The method of claim 7 further comprising processing a 
portion of software provided by said wireless communica- 
tion device at said distribution environment. 

9. The method of claim 7 further comprising processing a 
portion of software provided by said wireless communica- 
tion device at said pre-processing device. 

10. The method of claim 1 further comprising generating 
one or more update packages for storage in said distribution 
environment. 

11. The method of claim 10 wherein said generating is 
performed by a generation environment. 

12. The method of claim 4 further comprising generating 
one or more update packages for storage in said pre- 
processing environment. 

13. The method of claim 1 wherein said updating com- 
prises: 

employing a download agent to download said software 
update; and 

employing an upload agent to remove a portion of exist- 
ing software in said wireless communication device. 

14. The method of claim 13 wherein said employing an 
upload agent to remove a portion of existing software frees 
up memory space. 

15. The method of claim 13 wherein said removal of a 
portion of existing software may be selectively reinstated. 

16. The method of claim 1 wherein said transmitting and 
said receiving is performed by way of a wireless air inter- 
face. 

17. The method of claim 16 wherein said wireless air 
interface comprises a Bluetooth, 802.11, GSM, CDMA, 
TDMA wireless network. 

18. The method of claim 16 wherein said wireless air 
interface is determined by way of one or more factors. 

19. The method of claim 18 wherein said factors comprise 
available power of said wireless communication device, size 
of said software update, and airtime or service costs. 

20. The method of claim 18 wherein said factors are 
incorporated in a customer preference profile. 

21. A system for updating software in a wireless commu- 
nication device comprising: 

a primary update environment in said wireless commu- 
nication device; 

a generation environment for generating software 

updates; and 

a distribution environment; wherein said generation envi- 
ronment stores said software updates in said distribu- 
tion environment for downloading and incorporation 
by said primary update environment of said wireless 
communication device. 
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22. The system of claim 21 further comprising a second- 
ary update environment in a preprocessing device. 

23. The system of claim 21 wherein said distribution 
environment cx)mprises one or more servers capable of 
storing and providing said software updates to said wireless 
communication device. 

24. The system of claim 22 wherein said pre-processing 
device comprises a cable television set- top -box. 

25. The system of claim 21 wherein said primary update 
environment comprises: 

an update agent; 

an upload agent; 

a download agent; and 

a transport protocol module. 

26. The system of claim 22 wherein said secondary update 
environment comprises: 

an update agent; 

an upload agent; 

a download agent; and 

a transport protocol module. 

27. A method of provisioning and/or billing a wireless 
communication device comprising: 

receiving a software update providing one or more appli- 
cations using service provided by a carrier, said soft- 
ware update provided by a distribution environment or 
a pre-processing device; 

receiving one or more inputs by a subscriber designating 

one or more services requested; and 

transmitting subscriber identification information associ- 
ated with said wireless communication device to said 
carrier by way of said distribution environment or said 
preprocessing device. 

28. A method of distributing one or more software updates 
to a plurality of wireless communication devices comprising 
transmitting said one or more software updates from a 
preprocessing device to one or more wireless communica- 
tion devices using said one or more software updates, said 



pre-processing device transmitting to said one or more 
wireless communication devices by way of an air interface. 

29. The method of claim 28 wherein said air interface 
comprises 802.11 or Bluetooth. 

30. The method of claim 28 wherein said pre-processing 
device comprises a cable television set- top -box. 

31. A method of distributing one or more software updates 
to a plurality of wireless communication devices comprising 
transmitting said one or more software updates from a first 
wireless communication device to one or more secondary 
wireless communication devices using said one or more 
software updates, said first wireless communication device 
transmitting to said one or more secondary wireless com- 
munication devices by way of an air interface, said method 
providing increased range of transmission of said software 
update. 

32. The method of claim 31 wherein said air interface 
comprises 802.11 or Bluetooth. 

33. A method of generating the latest software update for 

a wireless communication device comprising: 

determining a software version number associated with 
the wireless communication device; 

determining the software version number corresponding 
to a latest software version available; 

calculating a numerical difference value between said 
software version number corresponding to the latest 
software version available and said software version 
number associated with the wireless communication 
device; and 

determining a software update corresponding to said 
numerical difference value. 

34. A method of backing up a software image of a wireless 

communication device comprising: 

transmitting a copy of said software image to a storage 
device in a distribution environment or a pre-process- 
ing device; and 

re-writing said software image into said wireless commu- 
nication device. 



